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FOREWORD

GAO has developed an audit approach entitled "Controls and
Risk Evaluation (CARE) Audit Methodology to Review and Evaluate
Agency Accounting and Financial Management Systems" to

--identify and evaluate the adequacy of controls in the

accounting systems of the agency, and

-~-determine the degree of conformance of these systems

with the Comptroller General's accounting principles,
standards, and other requirements.
The GAO staff who perform these audits will develop a body of
specialized knowledge about the agency's financial mangement
systems, which, along with the workpaper files, will be of
significant benefit in similar future reviews.

It is important to note that the work steps and procedures
in this audit approach should not be applied rigidly or arbitra-
rily. The auditor must not only exercise professional judgment
and assess the relevance and appropriateness of program steps to
the specific situation but aléo add, modify, or delete steps as
necessary.

The publication is comprised of an executive summary, a

work program, and a series of eight appendixes. The executive



summary is for top financial management and audit executives who
want an overview of the methodology. The work program is for
operational financial management and audit staffs who manage the
reviews and evaluations of systems. The appendixes provide
detailed guidance to financial management and audit staff who
review and evaluate systems,

Most accounting systems are automated. To assist in eval-
uating the general and application controls in these systems,
evaluation questionnaires and checklists are included in the
appendixes. They are drawn from the 1981 GAO audit guide "Eval-
uating Internal Controls in Computer-Based Systems." When users
of the CARE methodology have questions about how to use these
appendixes, they should consult the 1981 guide.

Currently, GAO is testing and refining a methodology for
auditing computer-based systems in order to revise and update
the 1981 guide. When this work is completed, GAO will seek the
comments of the audit community. The revised guide will comple-
ment the CARE approach and may be incorporated in the CARE
manual.

The CARE methodology is complex, reflecting the increasing
complexity of contemporary federal accounting systems. There-
fore, GAO believes auditors and ADP specialists should be
trained in the CARE methodology in order to apply it effec-
tively. GAO's Office of Organization and Human Development
offers a basic CARE course on a regular basis, Additional

CARE-related courses are being developed.
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We are grateful to the government officials, professional
organizations, public accounting officials, and other members of
academic and financial communities who provided us valuable
assistance through their comments on our exposure draft. We
welcome the additional comments that experience in using the
manual will generate. Please direct your correspondence to
Mrs. Virginia Robinson, Associate Director, Accounting and
Financial Management Division, Room 6015, General Accounting

Office, 441 G Street NW, Washington DC, 20548.

Frederick D. Wolf
Director
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CARE AUDIT METHODOLOGY TO
REVIEW AND EVALUATE AGENCY
ACCOUNTING AND FINANCIAL
MANAGEMENT SYSTEMS

OVERVIEW

Public policy of our country, expressed in law,
requires the internal control and accounting
systems of the executive branch agencies to be
effective and of high quality. The General
Accounting Office (GAO) has developed this audit
methodology for determining conformance with this

policy.

LEGAL REQUIREMENTS

Public policy on internal control and accounting
systems is embodied in the provisions of the
Accounting and Auditing Act of 1950 and the Federal
Managers' Financial Integrity Act of 1982.
The 1950 act requires the head of each executive
agency to establish and maintain accounting and
internal control systems which provide
--full disclosure of financial activities;
-—-adequate financial information for agency

management;
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-—-effective internal controls over all funds,
property, and other assets; and

--reliable financial information for develop-
ment and support of budget requests, for
budget execution, and for Treasury central

accounting.

The 1950 act further requires that the accounting
systems conform to the accounting principles and
standards prescribed by the Comptroller General,

and directs GAO to review the systems periodically.

The Federal Managers' Financial Integrity Act of
1982 added significant provisions to the 1950 act.
The provisions strengthen the requirement for
effective internal controls. The act requires that
the Comptroller General develop standards for
agency internal controls and that agency controls
conform to the standards. The act further requires

that controls must meet the following objectives:

--obligations and costs comply with applicable
law;

--all assets are safeqguarded against waste,
loss, unauthorized use, and misappropriation;
and

--revenues and expenditures are recorded and
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accounted for properly so that accounts and
reliable financial and statistical reports may
be prepared and accountability of the assets

may be maintained.

The act requires agencies to perform reviews to
determine compliance with these requirements and
directs the Office of Management and Budget (OMB),
in consultation with the Comptroller General, to
develop guidelines for the reviews. Further, agen-
cy heads are to report to the President annually as
to whether or not their internal control systems
comply with the requirements, and whether or not
their accounting systems conform to the Comptroller

General's principles and standards.

GAO AND OMB REQUIREMENTS

The Comptroller General's standards for internal
control and the principles and standards for ac-
counting systems are contained in title 2 of the

GAO Policy and Procdures Manual for Guidance of

Federal Agencies, Additional requirements are in

other titles of the manual. The Comptroller
General's standards are consistent with and support

the objectives of internal control and accounting
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set forth in the law. OMB guidance for agency
reviews of their internal control systems is in OMB

Circular A-123, Internal Control Systems, and OMB's

Guidelines for the Evaluation and Improvement of

and Reporting on Internal Control Systems in the

Federal Government. The guidelines, developed in

consultation with GAO, support and are consistent
with the Comptroller General's standards and the
objectives of the law. Additional OMB guidance is
contained in OMB Circular A-127, Financial

Management Systems.

GAO AND AGENCY AUDITS

GAO, under its general mandate to review the opera-
tions of the executive branch, as well as its spe-
cific mandate to review accounting systems, plans
to audit the internal control and accounting
systems of the executive agencies. The objectives

of the audits are to determine

--whether internal controls conform to the
Comptroller General's standards and OMB
policy and guidelines for internal controls

and meet the objectives of the law,



. --whether accounting systems conform to the
Comptroller General's accounting principles
and standards and meet the objectives of the
law, and

--whether accounting systems effectively and
efficiently provide management--both internal
and external (the Congress, OMB, and Treas-
ury)--useful , timely, reliable, comparable,
and complete financial information needed for
effective and efficient management of public

financial resources and public programs.

A GAO audit methodology has been designed to meet
. these audit objectives. Further, GAO believes the
methodology is readily adaptable to the agencies'
own required internal control and accounting
systems reviews. Therefore, the methodology is
available to the federal community to be used at

its discretion.

GAO'S AUDIT METHODOLOGY-—-CARE

GAO calls this audit methodology "Controls and Risk
Evaluation (CARE)." It is adaptable to any orga-

nizational level--an entire agency, a major compo-
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nent of the organization, an operational unit, or
an individual system. A key feature of the method-
ology is its emphasis on risk assessment, which
greatly optimizes audit staff effectiveness. The
methodology is organized into four segments: (1)
general risk analysis, (2) transaction flow review,
(3) compliance testing, and (4) substantive test-
ing. The work performed in each succeeding segment

is based on the results of the preceding one.

GAO emphasizes that effective use of the method-
ology requires a large measure of knowledge, train-
ing, and professional judgment in both accounting
and ADP. The methodology is not to be viewed as a

rigid or arbitrary checklist approach.

The results of the auditor's efforts and the know-
ledge gained about an agency and its systems will
remain a valuable source of information for similar

jobs in the future.

GENERAL RISK ANALYSIS

In the general risk analysis segment of CARE, the
auditor acquires an overview of the unit's activity

to include such items as its mission and opera-
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tions, its organization, and its funding. Also,
the auditor will gain an understanding of the gen-
eral control environment, including general con-
trols over computer operations. Further, the audi-
tor acquires a general understanding of the overall
financial management process, including the role of
the accounting system in support of budgeting and
other financial management activities, and identi-
fies the component systems comprising the complete

accounting system.

The auditor then applies a number of risk-ranking
factors to each system in order to identify the
systems of greatest risk--that is, vulnerability to
fraud, abuse, and mismanagement. This ensures
that scarce audit resources are focused on areas
where they can make the greatest contribution.
Factors considered include magnitude of funds in-
volved, potential impact of ineffective operation,
sources of input, degree of automation, known
problems, and recency of prior audits. The systems
with the highest risk rankings will be subjected to

further review.

Finally, for the systems selected for further re-
view, the auditor determines the relevant princi-

ples and standards and internal control objectives,
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TRANSACTION FLOW REVIEW

In the second segment of CARE, transaction flow
review and analysis, the auditor indentifies each
selected system's major types of transactions and
refines the internal control objectives. The audi-
tor then determines and documents, for each major
type of transaction, the flow of information
through the system. By analyzing the flow, the
auditor identifies the control techniques used and
determines whether they meet the system's control
objectives, including conformance with all relevant
accounting standards. Further, the auditor is
alert for any inefficiencies in the automated data

processing system.

This study provides the auditor an understanding of
the internal control strengths and weaknesses of
the systems. This, in turn, gives the auditor a
basis for further ranking the systems in terms of
the reliance that can be placed on them. Based on
this ranking, the auditor selects systems for com-

pliance testing, the third segment of CARE.
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COMPLIANCE TESTING

In the third segment of CARE, compliance tests and
analysis, the auditor determines whether the pro-

cesses and controls identified in transaction flow
review actually operate and function as understood

and intended.

For each automated system to be tested, tﬁe auditor
designs a set of test transactions. The test
transactions are of two broad types--valid and
invalid or improper. The valid transactions
contain no errors., They are entered into the
system to determine whether valid transactions will
process through to completion of the cycle.

Invalid or improper transactions are designed to
contain errors. The auditor enters these transac-
tions to determine whether the system actually

identifies and rejects them.

For a manual system or for any manual part of an
automated system, the auditor "walks" actual
transactions through the manual processes. This

involves interviewing the individuals who handle
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transactions, observing the procedures followed,
and examining applicable records. Through this
exercise, the auditor systematically verifies that
the control techniques, identified in the transac-
tion flow review segment, actually operate and

function as understood and intended.

Based on the results of compliance testing, in com-
bination with the results of transaction flow re-
view, the auditor will form an overall opinion of
the system and its internal controls and recommend,
where appropriate, corrective action. 1In addition,
after considering the potential impact of any devi-
ations from these requirements, as well as the
agency's planned corrective actions, the auditor
may decide to perform substantive testing, the

fourth segment of CARE.

SUBSTANTIVE TESTING

In the fourth segment of CARE, substantive tests
and analysis, the auditor determines the practical
impact of deviations from standards and other
requirements. This involves determination of, for

example, the extent of any dollar losses or the
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extent to which reports are unreliable. The tests
can provide additional support for the recommenda-
tions resulting from compliance testing, or a basis

for withdrawal or revision of the recommendation.

For this segment, audit steps must be tailored to
the specific situation. As a generalization, how-
ever, this segment tests actual agency transactions
and examines related records, files, and reports.
Also, computer assisted audit techniques are an
invaluable tool for this segment. As a result of
this segment, GAO will, as a general rule, report
the deviations and their impact to the agency head,

together with GAO's recommendations for correction.

ORGANIZATION OF THE MANUAL

GAO's CARE manual consists of a main body, contain-

ing eight sections, and a set of eight appendizxes.

The main body is organized as follows:

--Section 1 - Introduction,

--Section 2 - Federal agency financial
management and federal agency accounting
systems—--what they are and how they relate

to a CARE audit.
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--Section 3 - Interrelationship of control
objectives, accounting principles and
standards, and internal controls.

--Section 4 - General risk analysis segment--
objectives, scope, work steps, and work
products.

--Section 5 - Risk ranking of systems,

--Sections 6, 7, and 8 - Transaction flow
review, compliance testing, and substantive

testing segments, respectively.

The appendixes are organized as follows:

--Appendixes I through IV - Key policy issu-
ances--OMB's Circular A-123, the Comptroller
General's internal control standards, the
Financial Integrity Act, and a bibliography
of requirements.

--Appendix V - Quick reference guide to the
work steps.

--Appendix VI - Documentation of a CARE audit.

~-Appendix VII - Control objectives and
techniques.

~=Appendix VIII - Examples of control

objectives and related control techniques.
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Presenting the work steps, documentation, and
control objectives materials as appendixes facili-
tates the auditor's extracting and reproducing them

for inclusion in individual audit workpapers.
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SECTION 1

INTRODUCTION

The requirements for effective agency internal controls and
accounting systems are promulgated in both law and government-
wide policy statements. Key laws and policy statements are the
Budget and Accounting Procedures Act of 1950 (31 U.S.C. 3500),
the Federal Managers' Financial Integrity Act of 1982 (Public Law

97-255)(see appendix II), GAO's Policy and Procedures Manual for

Guidance of Federal Agencies, and Office of Management and Budget

(OMB) Circular A-123, Internal Control Systems. (See appendix I.)

The Budget and Accounting Procedures Act of 1950 makes each
agency head responsible for establishing and maintaining adequate
systems of accounting and internal control. The systems are re-
quired to conform to the accounting principles, standards, and
other requirements prescribed by the Comptroller General. The
principles and standards are set forth in title 2 of the GAO
manual, Other titles of the manual contain additional
requirements.

In October 1981, OMB issued Circular A-123, which requires
each executive agency to develop and maintain adequate systems of
internal control. A-123 prescribes several actions agencies must
take to evaluate and strengthen their internal controls, The
Federal Managers' Financial Integrity Act of 1982 amended the

1950 act. The Integrity Act requires each agency to make



periodic evaluations of its internal control systems and report
annually to the President and the Congress. The report is to .

state:

--whether or not its internal accounting and administrative
controls meet the Comptroller General's standards and the
objectives set forth in the act, and

--whether or not its accounting system conforms to the
Comptroller General's principles, standards, and related

requirements.

In addition, where the internal controls or the accounting
system do not meet the above criteria, the statement is to
describe planned corrective actions.
The Comptroller General's internal control standards are set ‘
forth in title 2 of the GAO manual. (See appendix III.)
OMB, in consultation with the Comptroller General, developed
guidelines for agencies to use in evaluating their systems of
internal accounting and administrative control. These are set

forth in OMB's December 1982 Guidelines for the Evaluation and

Improvement of and Reporting on Internal Control Systems in the

Federal Government.

CONTROL STRUCTURE OF THE FEDERAL GOVERNMENT

Control over the federal government and its program, admin-

istrative, and financial operations is carried out on both a
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governmentwide level and an individual agency level. 1In order to
control federal operations effectively, the control techniques

implemented at each level must complement one another.

EFFECTIVE SYSTEMS--KEY TO GOVERNMENTWIDE
AND AGENCY-LEVEL CONTROL

Governmentwide controls are based on the separation of
powers between the legislative and executive branches of the
federal government. As shown in figure 1 on the next page, the
legislative and executive branches establish goals and objectives
to control governmentwide planning and programming.

The Congress sets federal program and administrative goals
and provides the resources needed to achieve these goals to the
executive branch agencies through (1) laws authorizing specific
programs and administrative responsibilities for the agencies,
and (2) appropriation acts to provide them with needed resources.

The Congress obtains information on the results of opera-
tions and the use of resources through information supplied by
the agencies, other organizations, and individuals at oversight
and appropriation hearings. Based on this information, the Con-
gress can judge whether the agencies stayed within authorized
goals and resource constraints.

The executive branch can only conduct operations the
Congress authorizes and must stay within resource limits the Con-
gress sets in appropriation acts. The executive branch central
management agencies ensure that all agencies stay within these

limits. These control agencies are the Office of Management and
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Budget, the Office of Personnel Management, Department of the
Treasury, and the General Services Adminstration,

The central management agencies promulgate policy,
procedures, and regulations and allocate resources to guide and
control executive agency operations. This guidance is based on
laws, including appropriation acts, passed by the Congress and
signed by the President. The central management agencies also
receive routine reports from the agencies on the results of
operations, which they use to ensure that the agencies comply
with central direction and stay within resource allocations. The
central management agencies report to the President and the
Congress.

The governmentwide controls will work effectively only if
the Congress and the central management agencies receive current,
complete, and accurate information on prior program and
administrative accomplishments. The Congress also needs to know
the financial results of operations to support the appropriation
process and to carry out its oversight responsibilities.
Similarly, the central management agencies must also receive
reliable information to carfy out effectively their central
management functions.

The primary source of the information needed by the Congress
and the central management agencies is from the agencies that
carry out authorized programs. Consequently, controls at the
individual agency level should focus on ensuring that reliable,
timely, and accurate information is recorded and reported. This
includes information on program accomplishments as well as

financial results of operations.
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Additional governmentwide controls are provided through
federal audit agencies. Specifically, GAO in the legislative
branch and the inspectors general in the executive branch help
provide assurance that federal operations and related use of re-
sources conform to national goals and objectives. However, their
audits are no substitute for reliable, timely, and accurate
information, which is needed for effective control over
operations and resources by agency level management.

Reliable and timely historical financial information is the
key to effective control at both the governmentwide and agency
level. The basic sources of this information are the agencies'
budget, accounting, and other financial management information
systems. To be successful, these systems must include effective
manual and/or automated procedures--control techniques--over the
capturing, recording, summarizing, and reporting of information.
The controls of these systems are the focus of our efforts to

improve control over government operations.

OVERVIEW OF GAO'S CARE AUDIT METHODOLOGY

GAO has developed an audit methodology entitled CARE, an
acronym for "Controls and Risk Evaluation (CARE) Audit Method-
ology to Review and Evaluate Agency Accounting and Financial
Management Systems" to (1) evaluate the effectiveness of
controls in agency-level accounting systems and the reliability

of the information they produce, and (2) determine conformance
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with the Comptroller General's accounting principles, standards,
and related requirements.

The CARE audit methodology is designed to guide the auditor
in evaluating the effectiveness of the control environment of an
individual agency, a major organizational component, an
operational unit, or a system. Once the scope of audit has been
decided--an entire agency, component operational unit, or
individual system--CARE guides the auditor in viewing the control
environment and management control system as they relate to all
aspects of the selected entity's operations. This is in accord
with OMB's Circular A-123 and the requirements of the Federal
Managers' Financial Integrity Act. For example, both CARE and
OMB require vulnerability (risk) assessments and internal control

reviews for all aspects of program and administrative operations.

STRUCTURE OF GAQ's CARE AUDIT METHODOLOGY

The CARE audit methodology provides a four segment approach
to the review and evaluation of an agency's accounting systems
and related control environment. The CARE audit segments are

(1) general risk analysis,

(2) transaction flow review and analysis,

(3) compliance tests and analysis, and

(4) substantive tests and analysis.
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Figure 2
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Figure 2 (cont'd)
Care Audit Approach
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Figure 2 portrays graphically the overall structure and
interrelationships of the four segments.

The work done in each succeeding segment builds on the
results of the work done in the preceding one. Upon completion
of all four work segments, CARE will result in (1) a permanent
file on the agency (or part of an agency selected for review)
that describes its financial management structure and its
internal control strengths and weaknesses, (2) a risk ranking of
the systems in the structure, (3) a determination as to whether
the accounting systems comply with GAO principles and standards,
and/or (4) a report to the agency or the Congress on major

weaknesses in the financial management systems.

General risk analysis

The overall objectives of the general risk analysis (GRA)
segment are to (1) identify the strengths and weaknesses in the
agency's general control environment and assess its overall ade-
quacy, (2) identify the individual systems that comprise the
financial management structure, and (3) select systems for fur-
ther review.

The general risk analysis segment of CARE focuses on several
steps:

--Understanding and documenting the overall mission;

specific program, administrative, and financial
responsibilities; authorized resources; and organizational

structure of the agency.



--Understanding and documenting the general control
environment of the agency to include general controls over
supporting computer operations. .
-~Identifying and documenting the financial management
structure of the agency including its supporting
accounting and budgeting systems.
--Initial risk ranking of the systems to aid in selecting
those to be reviewed in the next segment.
--Identifying the accounting standards, internal control
objectives, and other requirements that the selected

systems must satisfy.

Upon completion of the general risk analysis segment, an
initial financial management systems profile of the agency is
developed and a validated inventory of systems for the

transaction flow review and analysis segment are determined. .

Transaction flow review and analysis

The overall objectives of the transaction flow review and
analysis (TFRA) segment are to (1) identify the internal control
strengths and weaknesses in the systems selected for review, (2)
identify major inefficiencies in systems' use of ADP resources,
and (3) complete a final risk ranking of selected systems based
on the internal control strengths and weaknesses identified.

The transaction flow review and analysis segment focuses on

-~-identifying and documenting the flow of transaction

information through the systems by using flowcharting

techniques, .
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~-identifying and documenting the internal control
techniques included in the systems,

—--evaluating the effectiveness of the internal control
techniques in satisfying the accounting principles and
standards, internal control objectives, and other
requirements established for the systems in the general
risk analysis segment,

-~identifying and documenting the systems' internal control ,
strengths and weaknesses, and

--identifying and documenting any major inefficiencies noted
in the use or management of ADP and other resources used
by the systems.

Upon completion of the transaction flow review and analysis

segment, the auditor should have

--a preliminary assessment as to whether system design and
procedures and control techniques identified in agency
documentation satisfy accounting principles and standards;

--a summary for each system reviewed describing its purpose,
inputs, files and outputs, ADP equipment used, costs,
internal control strengths and weaknesses, and flow of
information through the system;

--the final risk ranking of the systems based on assessment
of the strengths and weaknesses:

--recommendations, if appropriate, for separate jobs to
review any major inefficiencies noted in the use or
management of ADP and other resources; and

--selection of systems for compliance tests and analysis.
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Compliance tests and analysis

The overall objective of the compliance tests and analysis
segment is to determine whether each selected system captures,
records, processes, and reports financial transactions in
conformance with the Comptroller General's accounting principles,
standards, and other requirements, and whether the system meets
its internal control objectives. The results will provide the
basis for GAO to plan further systems work at the agency.

Compliance tests involve processing through a system test
transactions covering the full range of manual and automated
transactions that the system is designed to process. This
involves processing test transactions containing both valid and
invalid information.

The compliance tests and analysis segment focuses on

—--verifying that the internal control techniques, identified

in the transaction flow review and analysis segment, actu-
ally are present and function as designed, and

-~determining the extent to which the systems will process

erroneous information, based on the internal control weak-
nesses identified for each system during the transaction
flow review and analysis segment.

Upon completion of the segment, a decision is made whether
to proceed with substantive testing. The decision is based on
the results of the compliance tests and the willingness of the

agency to implement our recommendations.
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If the compliance tests indicate the system conforms in all
material respects to GAO's principles, standards, and other
requirements, and meets internal control objectives, the audit is
closed out with a letter to the agency head.

If the results of the compliance tests and analysis indicate
the system deviates from these requirements and the agency agrees
with our findings and recommendations, the audit is normally
closed out with a report to the agency and/or the Congress
showing our recommendations for improvements.

If the agency does not agree with our findings and

recommendations, the auditor proceeds with substantive testing.

Substantive tests and analysis

The overall objectives of the substantive tests and analysis
(STA) segment are to (1) determine whether erroneous transactions
have occurred, along with financial loss or other adverse
effects, which resulted from inadequate controls, (2) provide
additional support for the corrective recommendations resulting
from compliance tests and analysis, or (3) provide the basis to
revise or withdraw the recommendation.

Upon completion of the segment, we will report to the agency
head and/or the Congress (1) the material deviations from
requirements, (2) the adverse effect on financial operations, and

(3) our recommendations for corrective action.,
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SECTION 2

FEDERAL AGENCY FINANCIAL MANAGEMENT
AND FEDERAL AGENCY ACCOUNTING SYSTEMS--
WHAT THEY ARE AND HOW THEY RELATE TO A CARE AUDIT

The Budget and Accounting Procedures Act of 1950 defines
federal agency financial management as including the functions
of budgeting, accounting, financial reporting, and auditing.

The 1956 amendment to the 1950 act requires that agency account-
ing systems support agency management control systems. Conse-
quently, accounting is considered an integral part of financial
management and accounting systems must support the management
control systems for the budgeting, accounting, financial report-
ing, and auditing functions.

Building on the concepts in the 1950 act, GAO and the CARE
audit approach consider an agency's financial management func-
tion to encompass four interrelated activitiesl:

--planning and program development,

--budget formulation and presentation,

--budget execution and accounting, and

--audit and evaluations,

The financial management function, and its four component
activities, in a federal agency are depicted graphically in
figure 3.

TManaging the Cost of Government - Building an Effective

Management Structure (GAO/AFMD-85-35 and 35-A,
February 1985).
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Figure 3
The Financial Management Process
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Figure 3 illustrates the iterative aspects

management function, Each activity is to some extent driven by

the activity preceding it in the cycle. The

results of audits

and evaluation affect plan and program development, which in

turn drives budget formulation and presentation. Budget execu-

tion and accounting is, in turn, affected by
and presentation. The cycle is completed as
tions are performed of the effectiveness and
execution and accounting.

The accounting system, under the budget

counting activity, is critical to the entire
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ment function. It provides the information needed by the entire
function.

The key role of an agency's accounting system was
highlighted in the Comptroller General's April 18, 1983,
definition of a complete agency accounting system enclosed in
his letter to Heads of Departments and Agencies. This
definition stated:

"A complete accounting system...is one established to
assist in the financial management functions of budget
formulation and execution, proprietary accounting, and
financial reporting. It is the total structure of
methods and procedures used to record, classify, and
report information on the financial position and opera-
tions of a governmental unit or any of its funds, bal-
anced account groups, and organizational components.
Accounting systems shall be comprised of the various
operations involving the authorizing, recording, classi-
fying, and reporting of financial data related to reve-
nues, expenses, assets, liabilities, and equity."

In most agencies, the complete accounting system is
comprised of a number of interrelated component subsystems,
These include (1) a general ledger/administrative control of
funds subsystem, (2) financial reporting subsystems, and (3) a
number of subsystems that account for and control specific
assets and liabilities and authorize the use of, account for,
and control the agencies' funds and other resources. When taken
together, these component systems authorize, record, classify,
and report financial data related to revenues, expenses, assets,
liabilities and equity, and, in so doing, support the financial
management process.

Figure 4 illustrates this key role of an agency's

accounting system.
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Figure 4

The Role Of The Budget Execution And Accounting Systems .
in The Financial Management Function
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Transaction Information

Public and Private Entities outside the Federal Agency

In recognition of the importance of the accounting system

to the financial management function, CARE provides guidance for
identifying the component systems comprising the accounting
system, determining their interrelationships, and evaluating

their effectiveness in support of the four activities. .

2-4



. Specifically, the CARE methodology requires the audit staff to
include in the work scope systems that

--support development of budget requests,

~--develop costs of program and administrative operations,

--prepare financial reports,

--maintain general ledger accounts and administratively
control funds, and

~--support summary information in general ledger accounts,
including systems that:

--account for and control specific assets and liabilities
such as cash, loans receivable, personal property, and
accounts payable;

-—-account for and control revenue and other cash

‘ receipts.

~-—-authorize, account for, and control application of
agency resources to payrolls, grants, loans, and other
purposes.

—--manage liabilities.

--account for and control appropriated funds.

Additionally, for governmentwide financial controls
(discussed in section 1) to be effective, the executive branch
central management agencies must receive reliable information
from agencies' accountiné systems, Figure 5, on the next page,

shows the relationship between governmentwide and agency
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level financial management requirements and controls. CARE
includes in its scope, evaluation of the reliability of the

information developed for the central management agencies.

In summary, CARE is designed to encompass the agency's
accounting system and its manual and/or automated subsystems
that capture, record, summarize, and report financial
information needed to support the financial management process.
A CARE audit

--identifies the component systems (subsystems) comprising

an agency's accounting systenm,

~-determines their interrelationship--that is, the

information exchanges among them, and

--determines the flow of information within the subsystems,

together with the internal controls and their
effectiveness.

Further, CARE guides auditors in determining whether the
accounting system and its component subsystems provide managers
with the relevant, timely, complete and accurate financial
information needed to effectively carry out their financial
management responsibilities under the four activities comprising

the financial management process.
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KEY POINTS:

--A complete accounting system, under the budget execution
and accounting activity, encompasses the total system
structure to record, classify, and report an agency's
financial information,

--The financial management process, to be reliable, must
use the accounting system information for planning
and program development, budget development and presen-
tation, budget execution and accountability, and audit
and evaluation.

--Agency-level financial controls must be effective for
governmentwide financial controls to work.

-~-CARE is a systems audit approach to determine the
adequacy of an agency's complete accounting system, in
both its manual and automated aspects.
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SECTION 3

INTERRELATIONSHIP OF CONTROL OBJECTIVES,
ACCOUNTING PRINCIPLES AND STANDARDS,
AND INTERNAL CONTROLS

The CARE audit methodology is structured to (1) identify
the financial transactions initiated and processed by an agency
based on its budget authority and program and administrative
functions, (2) group similar transactions into transaction
cycles, (3) identify the agency accounting systems that process
transactions in the identified cycles, and (4) identify the
internal control objectives for agency systems and evaluate the
system's control techniques in achieving control objectives.

An agency]s financial transactions are determined by its
authorized program and administrative functions and by its
budget authority. The identified financial transactions can be
grouped into transaction cycles to facilitate further analysis.

An individual agency's accounting system should be designed
to process, control, and report on the financial transaction
cycles determined by its program and administrative functions.,
An agency, for example, that administers grant programs will
generate many transactions related to the funding of grants.
These transactions could be grouped into a grant cycle. Another
agency resdnsible for enforcing federal regulations may
primarily generate procurement and salary transactions. These

transactions could be grouped into an expenditure cycle.



Each accounting system will be made up of different subsystems .
designed to process, control, and report on the different types
of financial transactions in the transaction cycles identified
for that agency.
Most agencies perform certain common administrative
functions and, therefore, to a great extent generate and process
the same kind of financial transactions. As a result, several
transaction cycles are common to most federal agency accounting
systems,
Practically all agencies operate systems to process,

control, and report on the transaction cycles listed below.

TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS

Expenditure Receipt of goods and services for
application to program and
administrative operations.

Personnel /Payroll Hiring, promotion, termination, and
payment of employees.

Receivable Issuance of advances. Delivery of
reimbursable goods and services.

Cash Disbursement. Collection and deposit
of cash receipts.

Asset Acquisition, storage, and use of
supplies. Acquisition, use, and

disposition of equipment.




TRANSACTION CYCLES EXAMPLES OF TRANSACTIONS

Liability Receipt of goods and services (not yet
paid for).
Administrative Commitment and obligation of funds

control of funds

Budget formulation Preparation of the budget request

Reporting Preparation, distribution, and use of
reports for agency financial
management

Since agency accounting systems are either partially or
fully automated, the CARE audit methodology includes an
agencywide automatic data processing (ADP) cycle. For ADP
operations, general control features are needed and are
implemented to control overall computer operations. These
controls affect all the agency's automated accounting systems.
Therefore, the CARE audit methodology includes guidance to help
the auditor identify and evaluate general control objectives and

techniques for the ADP cycle.

IDENTIFY TRANSACTIONS, TRANSACTION CYCLES,
ACCOUNTING SYSTEMS
AND RELATED BUDGET AUTHORITY

An agency's detailed budget request is included in the
President's annual budget reguest sent to the Congress and in-
cludes the amount of funding requested for each of the agency's

authorized programs and administrative functions. The specific



transactions, transaction cycles, and accounting systems ‘
for a particular agency must be related to the line items in the

detailed budget authority resulting from the request. The

reconciliation of transactions, cycles, and systems to budget

line items should ensure that all types of agency transactions

are identified.

Relating agency transactions, cycles, and systems to
budget authority is done by
--listing all the transactions-—-economic events--an agency
must initiate to execute its budget authority,
--relating the transactions to the transaction documents
that must be initiated to evidence their occurrence,
--grouping related transactions into cycles, and .
-~relating the cycles to the systems comprising an
agency's overall accounting system that captures,

records, processes, and reports on the transactions.

The following table presents an example of this analysis.

ECONOMIC TRANSACTION ACCOUNTING
EVENT DOCUMENT CYCLE SYSTEM(S)
Hiring an SF 50; Notice Personnel/ Personnel/
employee of personnel Payroll Payroll
action

Accrual of Time and at- Personnel/ Personnel/
an em- tendance Payroll Payroll
ployee's record

earnings



ECONOMIC TRANSACTION ACCOUNTING

EVENT DOCUMENT CYCLE SYSTEM(S)
Obligation Notifica- Grant Grant Man-
of grant tion of agement/
funds grant award Administra-

tive Con-

trol of Funds

After all economic events cycles, and agency accounting
systems have been related to the agency's detailed budget
authority, the audit staff develops the list of component
systems comprising the agency's complete accounting system.

The auditor will identify control objectives for selected
systems and the control techniques for ensuring that the control

objectives are met.

IDENTIFY CONTROL OBJECTIVES FOR
THE AGENCY'S ACCOUNTING SYSTEM

The Comptroller General has issued federal accounting

standards and other requirements in GAO's Policy and Procedures

Manual for Guidance of Federal Agencies. In the context of a

CARE audit, these requirements are control objectives which must
be met. Appendix VII outlines some of these requirements.
Control objéctives are also set forth in laws that estab-
lish specific programs--primarily entitlement, benefit payments,
and grant programs. The audit staff must, based on the programs
assigned a particular agency, identify the specific laws that

created the programs in order to identify control objectives



included or implicit in these laws. Appendix VIII presents as .
an example, the unigque control objectives for the Veterans
Administration's Compensation and Pension Programs.

Once the control objectives for an agency's accounting
system have been identified and documented, they become the
criteria against which the operations of the accounting system

will be evaluated.

IDENTIFY AND EVALUATE CONTROL
TECHNIQUES IN AN AGENCY'S
ACCOUNTING SYSTEM

The control objectives provide the criteria under which an
agency's accounting system must operate to meet standards and
other requirements. An agency's accounting system must include .
control techniques--internal control procedures which operate to
ensure that control objectives are met.

Internal control procedures are those procedures in an
accounting system used to provide reasonable assurance that the
identified internal control objectives are met. Not all proce-
dures are internal control procedures. Many procedures are for
the purpose of accomplishing a system's required processing,
i.e., capturing, recording, and reporting financial trans-
actions. CARE requires the auditor to trace a transaction
through its complete set of procedures, in order to understand
how the internal control procedures fit in and serve their con-

trol purpose.
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The primary objective of a CARE audit is to determine if
internal control procedures provide reasonable assurance that
system control objectives are being met. Upon completion of the
audit, the auditor should be able to conclude whether or not the
systems reviewed satisfy, in all material respects, GAO's ac-

counting standards, as well as the systems unique requirements.

Key points

--The CARE audit approach depends on analyses
of types of transactions and related controls to evalu-
ate the adequacy of a system to meet the system's con-
trol objectives.

-—-Each agency's overall accounting system is unigue and
includes a different combination of cycles and sub-
systems to accomplish the overall system control objec-
tives, including conformance with GAO's standards
and other requirements.
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. SECTION 4

GENERAL RISK ANALYSTS SEGMENT--
OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCTS

The objectives of the general risk analysis segment are to
(1) identify the strengths and weaknesses in the agency's general
control environment and assess the overall adequacy of the agen-
cy's general controls over financial operations, (2) identify the
individual accounting systems that support agency financial man-
agement,(3) risk-rank the inventory of systems and select systems
for further review, and (4) determine internal control objectives
for the systems selected for further review.

The specific task objectives to be met in the general risk

. analysis segment are

Task I —-Understand and document the overall mission, specific
program and administrative responsibilities, authorized
resources, organizational structure, and financial
reporting needs.

Task II - Understand and document the general control environ-
ment including general controls over operations.

Task III --Identify and describe the agency's accounting systems
that support the four financial management activities
discussed in section 2, and their interrelationships.

Task IV --Risk-rank the validated inventory of agency accounting

systems.



Task V —--Identify and document internal control objectives for

accounting systems selected for further review.

The objectives, tasks, and steps in this segment are geared
to an agency-wide review. Mature judgment is required in adapting
the procedures to audits of lesser scope. In audits of lesser
scope, it's crucial to keep in mind significant basic ideas,
namely the importance of understanding how the entity under review
fits into the overall agency structure, and understanding the

agency's general controls as they relate to the entity. If the

audit from the start is limited to a specific system, Task III and

IV are not applicable.

WORK PRODUCTS FOR THE GENERAL
RISK ANALYSIS SEGMENT

At the completion of work called for in the general risk
analysis segment, the audit staff will have completed three

products:

-—-a financial management profile of the agency,

-—-a validated inventory with risk ratings of the agency's
accounting systems, and

--sets of internal control objectives for the systems

selected for further review.



TASK I - MISSION, SPECIFIC RESPONSIBILITIES,
AUTHORIZED RESOURCES, AND ORGANIZATIONAL
STRUCTURE OF THE AGENCY

In documenting the mission, specific program and administra-
tive responsibilities, authorized resources (budget authority),
and organizational structure of the agency, the audit staff should

develop a thorough body of knowledge on

—-the specific program and administrative functions assigned
the agency and the specific organizational components and
key management officials in the agency that are responsible
for carrying out each assigned function;

--the budget resources allocated to each specific program,
administrative, and financial function and the key manage-
ment officials responsible for ensuring that the agency
budget authority is properly executed;

-—the reports needed by the components and officials on
(1) the financial results of program and administrative
operations, and (2) the status of appropriated funds and
other financial resources; and

--the organizational components and key management officials
in the agency that are responsible for providing required
reports to the Congress and the executive branch central

control agencies,

4-3



The end product of this part of the general risk analysis

segment is a workpaper summarizing this information.

Detailed work steps

Obtain the organization chart and mission statements for the
agency and for each of its major organizational components.
For each organizational component, determine all of the pro-
gram and administrative functions it performs.

Determine the current budget authority for the agency and
relate the budget authority to each organizational component
and to each program and administrative function.

Identify the key management officials responsibile for each
program and administrative function, as well as officials
responsible for the related Financial Integrity Act and OMB
Circular A-123 Reviews, and determine their specific respon-
sibilities and the key internal and external financial
reports they require or are responsible for.

Prepare a workpaper summarizing the results of these steps.

(See appendix VI-GRA 1 for sample format.)

TASK II - GENERAL CONTROL ENVIRONMENT

OF THE AGENCY

In documenting the general control environment of the agency,

including supporting computer operations, the audit staff should

develop a thorough body of knowledge on:



--how the agency is organized to respond to the requirements
of the Federal Managers' Financial Integrity Act of 1982
and Office of Management and Budget (OMB) Circular A-123;

--how the agency's office of the inspector general (IG) is
organized;

--the number and type of IG reviews of the agency's financial
operations and financial management systems;

-=-known internal control weaknesses based on issued IG,
internal audit, GAO, special system study group reports and
the agency's self-evaluation of internal controls under the
Federal Managers' Financial Integrity Act and OMB Circular
A-123; and

--planned changes in systems or equipment.

The end product of this part of the general risk analysis
segment is a workpaper summary on the agency's general approach to
internal control and the key unresolved internal control issues

and weaknesses,

OMB Circular A-123 and

Financial Integrity Act

The requirements of OMB Circular A-123 and the Financial
Integrity Act are important parts of an agency's systems of
accounting and internal control. The following work steps are
designed to guide the auditor in looking at an agency's compliance
with the A-123 circular and the Financial Integrity Act's

requirements.
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Detailed work steps

1.

Obtain agency statements and reports submitted to satisfy re-
quirements of the Federal Managers' Financial Integrity Act
of 1982 and documentation of agency actions to satisfy OMB
Circular A-123,

Determine how the agency identified those areas for which
internal control reviews were or will be performed.

Determine whether internal control reviews will be performed
for all high-risk critical areas on a timely basis. Also,
ascertain if internal control reviews will be performed for
other areas.

Determine what actions the agency has planned or has taken to
ensure that the degree of internal control testing and analy-
sis will consider the risks and potential benefits (such as
how much it will cost to test a control versus how critical
the control is or how much risk is being taken by not testing
the control).

Determine who performs internal control reviews (managers,
internal review staffs, inspector general, management ana-
lysts, or outside contractors) and consider whether their
level of knowledge and expertise are adequate.

Determine to what extent the inspector general or internal
audit staffs are involved in the internal control review
process and evaluate whether they have provided adequate

guidance and assistance to the agency.
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10.

Determine if the agency has established adequate formal fol-
low-up systems to (1) develop plans, including target dates,
to implement corrective actions, (2) log and track corrective
actions, and (3) monitor whether actions are implemented in
an effective and timely manner.

Determine how the agency's follow-up system is notified of
weaknesses and related corrective actions identified by (1)
vulnerability assessments and (2) internal control reviews.
Determine how the follow-up system ensures that (1)
vulnerability assessments are scheduled and completed in a
timely manner, (2) internal control reviews are scheduled and
completed in a timely manner, and (3) corrective actions
resulting from vulnerability assessments and internal control
revuews are implemented in an effective and timely manner.
Determine inspector general and/or internal audit involvement
in ensuring corrective actions are implemented effectively
and prommptly and what, if any, plans exist for subsequent
audits. 1In addition, determine how the follow-up system will
be used to support the agency's annual reports to the Presi-

dent and the Congress.

Audit reports

Reports issued by inspectors general, internal auditors,

special system study groups, and GAO can provide (1) assessments

. of an agency's internal controls and accounting systems that an
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agency may or may not address in its self-assessment, and (2) .

information on unresolved internal control and accounting system
deficiencies. The following work steps will guide the audit staff
in reviewing issued audit and special system study reports. GAO
staff must coordinate with the Accounting and Financial Management
Division's Fraud Prevention and Audit Oversight Group before
initiating any work in an inspector general or internal audit
organization. This is to avoid duplication of any work the group
has completed or has underway. Also, the group maintains a
library of information on audit organizations, including report
listings, information on budget and staffing, and the inspector
general semiannual reports. Further, work step 18 below requires
coordination with the group for any relevant information in the
hotline files. The group maintains these files on an automated
data base with a variety of data-sorting methods. .
In addition to the retrieval aids available in the Accounting
and Financial Management Division, the GAO library and distribu-
tion services have other efficient report retrieval packages which
the auditor can use to extract pertinent reports quickly. Also,
the agency IGs maintain follow-up information on their reports.
The auditor should become familiar with all available labor-saving

resources.

Detailed work steps

11. Determine and document agency internal audit and inspector

general coverage of agency's financial operations. 1In doing .
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12.

13.

14.

15.

17.

18.

this work, obtain internal audit and IG (1) reports that deal
with financial and ADP operations for the past 3 years, and
(2) plans for review of financial and ADP operations for the
next 2 years.

Prepare summary schedules (see appendix VI-GRA 2 and 3 for
sample formats) of findings. Indicate corrective actions
taken.

Obtain the semiannual inspector general's report to the
Congress for the past 3 years.

Obtain any pertinent reports issued by external study groups
during the past 3 years.

Prepare schedules (see appendix VI-GRA 6 for a sample format)
summarizing findings in the semiannual and study-group
reports.,

Obtain any pertinent GAO reports issued during the past 3
years.

Prepare schedules (see appendix VI-GRA 7 for a sample format)
summarizing the findings.

GAO auditors obtain any hotline files GAO's Fraud Prevention
and Audit Oversight Group has on the agency, its major
organizational components, or any of its systems and summa-
rize this information on a schedule. (See appendix VI-GRA 8

for a sample format.)

Planned changes

Financial systems need constant maintenance, regular upgrad-

. ing, and occasional redesign to respond to new regulatory require-
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ments, to benefit from improvements in technology and advances in
software design, and to correct weaknesses in internal controls,
Sound management practices require that such projects be

anticipated and performed according to proper planning.

Detailed work steps

19. Obtain any written plans for the development and upgrading of
accounting systems and develop a schedule summarizing them.
(See appendix VI-GRA 4 for an example.)

20, Obtain any written plans, including cost estimates, for the
development of new, or upgrade of existing, ADP capability.
Develop a schedule summarizing them. (See appendix VI-GRA 5

for a sample format.)

TASK III - FINANCIAL MANAGEMENT
SYSTEMS OF THE AGENCY

Identifying the agency's accounting systems which support the
financial management function is the most important part of the
survey. If this work is not done carefully, the review will not
include all systems that account for, control, and report on all
financial transactions of the agency. Usually, an agency's
accounting systems are only a part--albeit a vital one--of the

agency's total inventory of information processing systems.



As discussed in section 2, an agency's financial management
function includes four activities: (1) plan and program develop-
ment, (2) budget development and presentation, (3) budget execu-
tion and accounting, and (4) audits and evaluations. Accordingly,
the goal is to identify the accounting systems which support these

four activities., Such systems will include

--financial reporting systems,

--cost accounting systems,

--general ledger systems, and

--systems supporting summary accounts in the general ledger
system, including:

--systems that account for and control specific assets,
liabilities, receipts, and disbursements, such as
accounts and loans receivable, personal property, supply
inventories, accounts payable, repayments of loans, and
advances to contractors and grantees;

--disbursement systems for pay and benefits, contracts,
grants, and administrative payments systems; and

——administrative control of funds systems.

A systems inventory which includes these systems will com-
prise the data base for providing agency managers with the finan-
cial information needed to carry out the four activities of the

financial management function.
To respond effectively to the requirements of OMB Circular

A-123 and the Financial Integrity Act, many federal agencies have
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developed inventories of their accounting systems. “OMB Circular

A-127, Financial Management Systems, specifically requires such

inventories. GAO has found, in its implementation reviews of the
circular and the act, that completeness and reliability of the
inventories varies widely. Consequently, CARE requires the
auditor to verify the inventory.

Virtually all federal accounting systems are to a great
extent automated, and the automated processes interact with manual
processes that, for example, (1) prepare transaction information
for processing, (2) utilize computer reports, and (3) check the
completeness and accuracy of computer processing. By focusing on
the automated systems, the audit staff will be led to the

interfacing manual processes.

Detailed work steps

1. Obtain the inventory of accounting systems developed by the
agency as required by OMB Circular A-127 determine which of
the four financial management activities are covered by the
agency inventory. Note in the workpapers which activities are
not covered and which activities are only partially covered.

2. Obtain or develop an inventory of the agency's automated
systems, with brief descriptions which include a description
of their interrelationships.

3. From the automated systems descriptions, develop a list of

those that appear to be accounting systems.
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Compare the work step 1 and work step 3 inventories and,
through discussions with appropriate agency officials, recon-
cile any differences.

Compare the reconciled inventory with the workpaper summary
developed in task II in this section. Note any organizational
components, specific program or administrative functions, or
specific line items of budget authority which do not appear to
be covered by the systems.

Resolve, through discussion with cognizant officials, any
inconsistencies identified by the comparison. Make any needed
adjustments to the inventory.

Develop a validated inventory (see appendix VI-GRA 9 for a
sample format) of the agency's accounting systems based on the
results of work steps 5 and 6. For each system in the inven-

tory, prepare a schedule with the following information:

--system name,

-=-brief description of processing,

--responsible systems analyst,

--systems analyst's phone number,

--computer centers at which system is run,

--annual system operating costs,

--organizational components supported,

--program or administrative functions supported,

--amount of budget authority, assets, liabilities,
receipts, or disbursements accounted for and

controlled,



—-main inputs (including inputs from other systems),
--main outputs (including outputs to other systems),
--main users of the outputs, and

--known internal control and other weaknesses.

As previously discussed, virtually all agency accounting
systems are to a great extent automated. Task V of the general
risk analysis segment provides guidance to the audit staff to help
them identify the internal control objectives to which the systems
must be responsive. In addition to the objectives, the audit
staff must identify and evaluate the general ADP management con-
trols in place at the agency's computer center(s). The following

work step provides guidance for this assessment.

8. At each of the agency's computer centers that support accoun-
ting systems, identified in step 7 above, complete checklist 2
in appendix VI and complete the following questionnaires and

profile in appendix VI:

Questionnaire 1 Executive ADP Management Committee

(see appendix VI-GRA 11),

Questionnaire 2 - Internal Audit or Inspector General (see
appendix VI-GRA 12),

Questionnaire 3 - External Audit and Studies
(see appendix VI-GRA 13),

Profile 1 - Top Management Control Profile,

(see appendix VI-GRA 14),

Questionnaire 4 ADP Organizational Controls

(see appendix VI-GRA 15),
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. Questionnaire 5 - System Design, Develobment, and
Modification Controls
(see appendix VI-GRA 16),
Questionnaire 6 - Data Center Management Controls
(see appendix VI-GRA 17),
Questionnaire 7 - Data Center Protection Controls
(see appendix VI-GRA 18),
Questionnaire 8 - System Software Controls
(see appendix VI-GRA 19),
Questionnaire 9 - Hardware Controls
(see appendix VI-GRA 20), and

Profile 2 - General Controls Profile

. (see appendix VI-GRA 21).

For large departments or agencies with numerous and widely
dispersed offices, time and audit resource limitations may, as a
practical matter, preclude performing this work step for each
center; it may be necessary to limit this step to selected loca-
tions (such as regional offices, field offices, and installations)

believed to be representative.

TASK IV~--RISK RATING AND
RANKING OF SYSTEMS

The agency's systems should be rated and ranked based on the

risk factors in section 5. Each system is assigned a risk rating



&

of high, medium, or low for each factor. A composite reliability

score is then computed for each system. Section 5 discusses this

methodology in detail.

Detailed work steps

For each system, based on the guidance in section 5, Risk
Ranking of Systems, assign a risk rating of high, medium,
or low for each of the risk factors.

Compute a composite reliability score for each system based
on the risk ratings assigned and the weighting system dis-
cussed in section 5.

Prepare a schedule (see appendix VI-TRFA 14 for an example)
of the risk ratings and composite reliability score
assigned each system,

Prepare a schedule of the systems, listed in the order of
their composite reliability scores. Group the systems into
three categories: high, medium, and low risk. (See section
5, Risk Ranking of Systems, for guidance in preparing this
schedule.)

Select the systems for further review.




TASK V - ACCOUNTING PRINCIPLES, STANDARDS, AND

REQUIREMENTS —-- INTERNAL CONTROL OBJECTIVES FOR
AGENCY SYSTEMS

The focus of this task is to establish internal control
objectives for each of the accounting systems selected for further
review. Internal control objectives are the goals an agency's
accounting systems must achieve in processing and reporting
financial transactions.

The basic sources of internal control objectives are the
requirements imposed by GAO, the executive branch central manage-
ment agencies, and the laws establishing or authorizing programs
and functions, together with internal management needs for finan-
cial information.

The law charges GAO with developing and promulgating
accounting principles, standards, and related requirements, as
well as internal control standards, for the executive branch.

These requirements are published in GAO's Policy and Procedures

Manual for Guidance of Federal Agencies. Title 2 of the manual

contains the accounting principles and standards, and the internal
control standards; title 6 contains important requirements for
payroll accounting; and title 7 contains requirements for fiscal
accounting. GAO requirements are fully oriented to promotion of
accounting systems which support the four activities (identified

in section 2) which comprise the financial management function.



It's very important that all of the GAO requirements
relevant to the systems being reviewed are identified and
incorporated into the internal control objectives. This is
necessary to meet a major goal of the audit —-- determination of
conformance with Comptroller General requirements. For many of
the requirements, conformance can be objectively determined and
expressed in absolute yes/no terms. This is in contrast to
determining achievement of other types of control objectives, such
as those requiring reliability, completeness, prevention of fraud,
et al. 1In these cases, the determination is often very
subjective; the auditor must apply the concept of reasonable
assurance in arriving at a determination. This requires a large
measure of mature professional judgment.

The central management agencies promulgate numerous
requirements related to their areas of responsibility. The
central management agencies are the Office of Management and
Budget (OMB), the Treasury Department, the Office of Personnel
Management (OPM), and the General Sevices Administration (GSA).

OMB, in response to the Financial Integrity Act, has issued

Circular A-123, Internal Control Systems, and Guidelines for the

Evaluation and Improvement of and Reporting on Internal Control

Systems in the Federal Government. The latter was developed in

coordination with GAO. The guidelines contain basic internal
control objectives for various "common event cycles." The objec-
tives are at a level intended for general applicability; they are

not intended to be all-inclusive.
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The Guidelines' objectives do not include specific require-
ments levied by the central management agencies or requirements
for specific programs. Further, they do not include GAO's ac-
counting principles and standards which prescribe, in substantial
detail, the bases for measurement of the elements of federal ac-
counting (assets, liabilities, equity, expenses and losses, et
al), as well as the structure and content of the basic financial
reports. Accordingly, a complete set of internal control objec-
tives for an accounting system must include objectives based on
the requirements of all the sources discussed herein, including
the objectives contained in the OMB guidelines.

Federal agencies, in many cases, have developed their own
sets of internal control objectives within the framework of OMB's
Guidelines. The GAO auditor should use the agency's objectives
listings as a focal or starting point and adjust or add to these
objectives to develop independent listings based a knowledge and
understanding of the systems' requirements.

OMB also issues extensive and detailed requirements for
development and presentation.of agencies' annual budget requests.
It is especially important that these requirements be incorporated
in accounting system internal control objectives. This is neces-
sary to help ensure that accounting systems are effectively inte-
grated with budget systems and, accordingly, effectively support
budgeting, one of the four financial management activities

discussed in section 2.



OMB circulars on the budget process are

--A-10, Respongibilities for disclosure with respect to the
budget,

--A-11, Preparation and submission of budget estimates,

--A-12, Object classification,

~-A-31, Distribution of appropriations and other budget

authority made to the President.

OMB and other central management agencies issue extensive
and, in many instances, detailed requirements for budget execution
and accounting. OMB has, for example, issued circulars on budget
execution (A-34), grant requirements and other agreements with
institutions of higher education, hospitals, and other nonprofit
organizations (A-110), prompt payment of bills (A-125), and
administrative requirements for grants—in-aid to state and local
governments (A-102).

The Treasury Department promulgates, in the Treasury

Financial Manual, numerous requirements, largely for disbursements

and collections processing and reporting. For example, the manual
contains detailed requirements on the amount, timing, and methods
of advancing cash to federal contractors and grantees.

OPM, through its Federal Personnel Manual, issues require-

ments which impact heavily influence personnel management and pay,

benefits, and leave accounting.



GSA, in its Federal Property Management Requlations, Federal

Information Resources Management Regulation, and Federal

Iinformation Acquisition Regulation, issues requirements which

affect managing and accounting for property, ADP, and contract-
ing. Indexes to pertinent OMB, Treasury, OPM, GSA, and GAO
publications are presented in appendix IV.

It is important that these central management agency require-
ments be incorporated in accounting system internal control objec-
tives to ensure that the systems effectively support the budget
execution and accounting, another of the four financial management
activities identified in section 2.

Other important internal control objectives are those avail-
able from examination of the laws establishing or authorizing
programs or functions, as well as the agencies' implementing
regulations. These laws typically impose criteria and conditions
to be applied in carrying out the programs. The implementing

regulations are normally published in the Code of Federal

Regulations. These requirements must also be incorporated in

internal control objectives to help ensure that the systems
effectively support the budget execution and accounting activity.
Appendix VIII is an example, using the Veterans Administration's
(VA) compensation and pension program, of a set of internal
control objectives derived from a program's laws and implementing

regulations.
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Following, as an illustrative summary, is a comprehensive
list of sources for a set of internal control objectives for the
accounting systems supporting financial management of a major

program, again using the VA program as an example.

--GAO's accounting principles, standards, and related
requirements, and internal control standards, contained in

GAO's Policy and Procedures Manual for Guidance of Federal

Agencies;
-~0OMB's Circular A-123, Internal Control Systems and

Guidelines, et al;

OMB's Circular A-127, Financial Management Systems and

Guidelines, et al;

~-OMB's circulars on budgeting;
--other directly pertinent OMB circulars, e.g.,

--A-34, Instructions on budget execution,

--A-108, Responsibilities for the maintenance of records

about individuals by federal agencies,

—~A-112, Monitoring federal outlays;

~-the Treasury Financial Manual for disbursement processing

and reporting requirements;
--the laws establishing the program and VA's implementing

regulations, published in the United States Code and the

Code of Federal Requlations, respectively; and
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~~the internal financial information needs (determined in
task I) of agency officials charged with carrying out
budgeting and the other activities comprising the financial

management function.

Detailed work steps

Determine and examine, for each system selected for further
review, the GAO and central management agencies' requirements
which appear to be pertinent, as well as requirements stated
or implied in the laws establishing the covered programs, and
the agency's implementing regulations.

Examine also internal needs (identified in task I) for finan-
cial information in support of budgeting and the other activi-
ties comprising the financial management function.

Acquire a copy, for each system selected, of the agency's
listing of internal control objectives developed in response
to the Financial Integrity Act and OMB Circular A-123.
Develop, for each system selected, a comprehensive list of
internal control objectives (see appendix VI-GRA 22 for sample
format), using the agency's listing as a starting point, and
make needed additions/changes based on the understanding of
requirements gained in work steps 1 and 2.

Where the agency hasn't developed its own listings of internal
control objectives, develop listings based completely on the

understanding gained in work steps 1 and 2.
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KEY POINTS

--General risk analysis should result in a financial
management profile of the agency, a validated inventory of
accounting systems, a risk rating of the systems, and
lists of internal control objectives for those selected for
further review.

--The profile should include an overview of:

the agency structure,

the mission and financial functions performed,
the budget organization and process,

agency implementation of A-123 and the Financial
Integrity Act,

5) accounting systems and known problems, and

(6) general controls, including those over both ADP
and manual operations.

oWl -
et e
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SECTION 5

RISK RANKING OF SYSTEMS

In the ageneral risk assessment (GRA) segment, the auditor
makes a decision on which systems to review and on the order of
their review. In small agencies with only a few systems, these
decisions should not be difficult. 1In large agencies with
numerous systems, however, a technique is needed to rank the
systems in terms of their relative wvulnerability to fraud,
abuse, mismanagement, and failure to meet internal control
objectives. A ranking process is especially useful for opti-
mizing the use of audit resources in large agencies where it
would be impractical to review all systems concurrently.

A ranking procedure cannot be absolutely precise because
of the dependence that is necessarily placed on the auditor's
judgment in both developing the ranking and in ultimately
selecting systems for review. Nonetheless, the procedure pres-
cribed below provides a systematic three-~step approach to risk

ranking.

--Evaluate each system in terms of certain risk factors
(characteristics) and assign a numeric risk value for
each of the factors: 3-high, 2-medium, 1-low.

--Assign an importance weight to each factor and compute a
composite numerical score for each system.

-=-Rank the systems in order of vulnerability based on the
composite scores.



Details on each of these steps follows.

EVALUATING SYSTEMS IN TERMS OF
RISK FACTORS

Numerous factors could be considered in determining a
given system's vulnerability. Based on past audit experience,
however, the 12 factors listed in the following pages should be
considered by GAO auditors in developing the ranking. The list
is not meant to be all-inclusive but rather provides a reason-
able means for accomplishing the ranking obijective while expe-
diting the review work.

Other lists can be developed with different factors or
combinations of factors, each with their relative merits; the
important thing is that the factors be easily and quickly
applied, with as much objectivity as possible, to obtain a
ranking of the systems and that the ranking can be repeated.

It is not practical to develop exact criteria for assign-
ing numeric risk values for each risk factor for every agency
system and situation. However, broad gqguidelines can be pro-
vided. The gquidelines discussed below require the use of
professional judament in assessing the risk associated with
each factor.

The reasons for assigning high, medium, or low risk should

be documented (see Figure 5-1) to permit verification and allow



another auditor to reach basically the same conclusions. The

guidance, as well as the risk factor may periodically be

revised as opportunities for improvement develop. The risk

factors are not listed in order of importance.

A.

Purpose of system. This risk factor considers the

potential effect of a system not operating properly
and failing to perform its intended function. Systems
crucial to controlling the use of funds and other
resources or operating the organization will generally
be considered high risk because of the exposure to
loss or disruption of operations. Systems accounting
for other assets and liabilities may be ranked

medium. Systems that only record and report summary
financial data and are not crucial to operations may

be ranked low.

System documentation. Complete and current system

documentation, including a general system description,
functional requirements, and data requirements, is
needed to ensure proper system maintenance and oper-
ation. If little or no documenation is available, or
evidence indicates that system changes have not been
documented, the system should normally be ranked

high. 2 system may be ranked low if it appears that



appropriate emphasis has been given to fully documen-
ting the system during its development and subsequent
changes. A system may be ranked medium if the docu-
mentation is complete except for recent changes. How-
ever, if the recent undocumented changes were major
system changes, a high-risk ranking would generally be

warranted.

Dollar volume controlled by the system. The greater

the dollar volume of assets or transactions controlled
by a system, the greater the risk. However, the
dollar value thresholds for determining high, medium,
or low risk for a given system must be determined on a
system-by-system basis, considering each agency's
total authority. For example, at one agency with $280
billion in budget authority, systems controlling $5
billion or more were ranked high, those controlling

less than $150 million were ranked low.

Amount of system maintenance. Systems that have

become outmoded or consistently fail to meet require-
ments freguently reaguire a high degree of maintenance
(such as system changes and modification) simply to
keep them operational. Through discussion with agency

systems personnel and examination of system mainte-




nance logs, some assessment can be made to determine
if the system should be ranked high due to a relative-
ly large amount of maintenance. A system may be
ranked low if the maintenance efforts expended appear
minor or routine. As with dollar volume, exact risk
thresholds cannot be specified and should be assessed
for each system, considering the total maintenance

effort the organization expends.

Verification of input. The risk associated with this

factor decreases as the ability of a system to verify
the accuracy of input data increases. For example, a

system may be considered

--high risk if the input data is received only from
sources outside the agency and its accuracy cannot
be verified with agency-generated data,

--medium risk if the system receives input data from
sources outside the agency but the system can
independently verify the accuracy of the input
with agency-—-generated data, or

~-=low risk if the input data is received from
sources within the agency and the system can
verify its accuracy with other agency-generated

data.



Degree of automation. Completely manual systems are

often considered highly vulnerable to fraud, abuse,
and mismanagement because data may not be processed as
consistently as in an automated system and because
control built into a manual system can be more easily
overridden than in a well-designed and implemented
automated system. On the other hand, fully automated,
on-line systems may be very difficult to control
because of the speed with which files are changed and
the lack of documents showing the results of
processing.

Completely manual systems or systems combining
manual and automated processes in which the automated
processes cannot fully verify the results of manual
processing may be ranked high because individuals
could randomly circumvent processing procedures and
manual controls. Often, in such cases, transactions
go through several manual processes before being en-
tered into the computer. For example, collections
often undergo manual processing in the mail room and
several accounting branches. Systems combining manual
and automated processes in which automated processes
can fully verify the results of manual processing may
be ranked medium because the automated processes act

as a check on the results of manual processing and can



detect random circumvention of manual controls and
inconsistent processing of information. Fully auto-
mated systems, for which the results of processing
can be verified by other automated systems, may be

ranked low.

Number of other dependent systems. The operation of a

given system may be essential to the successful oper-
ation of others. As such, a system may be ranked high
if it has several dependent systems and/or if the
quality of communication among them is deficient,
medium if it has only one dependent system with an
effective interface, or low if its operation has no

bearing on the operation of other systems.

Security of data, software, and hardware. This factor

will not be applicable if all systems are being cen-
trally processed under a uniformally applied set of
security rules,

Management's attitude toward internal controls
plays an important role in the effectiveness of the
security program. Although this evaluation is subjec-
tive, the auditors can use the following criteria to

help them rank this factor.



Decentralized operations and extensive use of
microcomputers make systems vulnerable to potential
threats. If these conditions exist in conjunction
with ineffective back-up and recovery procedures, the
risk is rated high. If the auditor finds there are
strict access controls, up-to-date and tested contin-
gency plans, active fire prevention awareness, the
risk can be rated low. Any different combination of

conditions would be rated medium,

Known system problems. By considering unresolved

audit findings and the results of consultant studies,
internal management reports, and Financial Integrity
Act work reviewed in the general risk assessment, the
auditor can determine the existence of any previously
identified significant system problems--those that
preclude the system from meeting its stated
goals—--that warrant a high-ranking. The system may be
ranked medium if the known problems would not prevent
the system from meeting its goals or low if no

problems have been previously identified.

Recency of audit. Systems that have not been audited

over many yvears should be ranked high, while those
that have had comprehensive or full-scope audits

within the past 2 years generally may be ranked low.
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(Consideration might be given to ranking an o0ld system
high, independent of any other factors, if the system
was never audited. This would ensure that all systems
get reviewed sooner or later.) Systems with limited
scope audits or audits that were performed between 2
and 5 years ago should be ranked medium. An addition-
al consideration in assessing wvulnerability under this
factor is whether the system is known to have been
changed significantly since the most recent audit was

completed. If so, the system may be ranked high.

Statutory requirements met. Some systems' basic pur-

pose may be to allow an organization to meet certain
statutory regquirements, such as provisions of the
Prompt Payment Act or the Anti-Deficiency Act. If the
system does not operate properly, the organization may
be in violation of law. Only two levels of risk are
associated with this factor: high, if the system is
relied on for compliance with statutes, or low, if no

connection to such statutory requirements exists.

Involvement of users and auditors in systems design.

Assurance is generally greater that a system is pro-
perly designed and adeqguate internal controls are

incorporated if the system users and independent audi-



tors actively participated in the system's design and
implementation. A system for which such participation
took place would be ranked low. If only the users or
the auditors participated, the system would be ranked
medium. A high~risk ranking would be given for this
factor if neither the users nor the auditors

participated.

ASSIGNING WEIGHTS TO RISK FACTORS AND
COMPUTING COMPOSITE SCORES

Weights are assigned to each ranking factor based on their
relative importance in assessing risk. The weights shown below
were developed by rating each factor in order of importance on
a scale of 1 to 5, based on prior experience in reviewing

accounting systems and internal controls.

Factor Weight

A. Purpose of system 4,4
B. System documentation 4.3
C. Dollar volume controlled by the system 4.4
D. Amount of system maintenance 3.9
E. Verificatin of input 4,4
F. Degree of automation 3.8
G. Number of other dependent systems 4,5
H. Security of data, software, and hardware 3.2
I. Known system problems 3.7
Jd. Recency of audit 3.8
K. Statutory requirements met 4.5
L. Involvement of users and auditors

in system design 4.0
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. Different weights could be developed for a specific
organization, provided the weights are used consistently in
ranking all systems in the agency.

To develop a composite score for each system, the weights
are multiplied by the risk ranking values and the products

totaled, as shown in the following example.

Risk Numeric risk Composite
factor value Weight score

A 3 4.4 13.2

B 2 4,3 8.6

D 1 3.9 3.9

E 3 4.4 13.2

F 3 3.8 11.4

G 2 4.5 9.0

H 1 3.2 3.2

‘ I 3 3.7 1.1

J 2 3.8 7.6

K 1 4.5 4.5

L 2 4.0 8.0

TOTAL: 102.5

RANKING SYSTEMS IN ORDER OF RISK

Using the composite scores, the systems are listed in de-
scending order so that they may be categorized according to
their relative vulnerability to fraud, abuse, and mismanage-
ment. The ranking factors are primarily geared to automated

systems. For completely or partially manual systems, some of

wn
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the factors may not be applicable. To make the composite
scores for those systems comparable to the scores for which all

factors are applicable, the following procedure may be used:

--Divide the system's composite score by the number of
factors on which the system was assessed to develop an
average for each factor. For example, if the composite
score is 110 and only 10 of the 12 factors were
applicable to the system, the average for each factor
would be 11.

-—Multiply the average for each factor computed above by
12 (the total number of factors prescribed for the
ranking system). The resulting revised composite score
could then be used for that system in ranking it with

the other systems.

KEY POINTS !

The ranking technique provides a systematic approach
to estimating the relative vulnerability of an organiza-
tion's financial management systems. Once the process is
complete, two products can be developed:

a report advising management of the systems considered
high risk, and an audit plan for reviewing the sytsems

in order of priority. The final audit plan should con-
sider any special circumstances that would justify not re-
viewing a high-risk system, such as if the system will

be replaced or otherwise discontinued in the near

future. The rationale for not reviewing any high-risk
system should be fully documented in the audit plan.

A more conclusive statement on each system's vulnerability
can be made after performing the transaction flow review
and analysis described in the following section.
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Figure 5-1 WORKSHEET FOR PREPARING SYSTEMS
RISK RANKING SCORES
Factor Risk Weight = Camposite soore Explanation for risk assigned:
3-high 2-med 1-low (use sufficient space to fully describe)

A. Purpose of system 4.4
B. System documentation 4.3
C Dollar volume controlled by 4.4

the system
D. Amount of system maintenance 3.9
E. Verification of input 4.4
F. Degree of automation 3.8
G. Number of dependent systems 4.5
H. Security of data, software,

and hardware 3.2
I. Known system problems 3.7
J. Recency of audit 3.8
K. Statutory requirements met 4.5
L. Involvement of users and

auditors in system design 4.0
TOTAL




SECTION 6

TRANSACTION FLOW REVIEW AND ANALYSIS
SEGMENT--OBJECTIVES, SCOPE, WORK STEPS,
AND WORK PRODUCT

The objectives of the transaction flow review and analysis
segment are to review selected accounting systems to (1) docu-
ment how the systems process transactions, (2) document the sys-
tems' control techniques, (3) evaluate the effectiveness of the
internal control techniques in meeting internal control objec-
tives, and (4) complete a final risk ranking of the systems as a
basis for selecting systems for review in the next segment.

Achieving the objectives for this segment will require the

audit staff to

TASK I Determine and document how information flows
through each system from initial input of trans-
action information through final output of
reports.

TASK II Determine whether the outputs produced meet
users' needs for information in support of the
financial management function.

TASK III Identify and document each system's internal
control technigues,

TASK IV Evaluate the adequacy of the control techniqgues
in implementing the system's control objectives.
Document any material internal control

weaknesses.



TASK V Complete a final risk ranking of the systems ‘
based on any additional insights gained from the
transaction flow review and analysis segment,
and select systems for compliance testing based

on the revised risk ranking.

TASK I - SYSTEM INFORMATION FLOWS

The purpose of determining and documenting how transac-

tion information flows through a system is to develop a thorough

understanding of how a system captures, records, processes, and

reports transaction information. The documentation of data

flows through a system is the basic method for identifying the

system's control techniques. .
For each of its systems, the agency should routinely main-

tain current documentation that describes in detail system oper-

ations and data flows. This kind of documentation is needed to

facilitate and support

~--designing, implementing, and testing needed system modi-
fications and upgrades;

--training new staff in system operations; and

--performing internal control evaluations required by the

Federal Managers' Financial Integrity Act.



The audit staff should expect the agency to have available
much of the documentation needed to support the GAO system data
flow analysis. Many federal agencies, however, 4o not emphasize
the need for maintaining current, complete, and comprehensive
system documentation. 8Still, some documentation should be
available to support the Financial Integrity Act requirements.
The audit staff should consider the following sources of infor-

mation available in the agency:

--working papers generated in completing the vulnerabil-
ity assessments and internal control reviews required

under the Federal Managers' Financial Integrity Act and
. OMB Circular A-123,

--system users manuals,

~-system documentation maintained by the computer system

analysts,

~-computer center system instructions for computer

operators, and

-—-discussions with system users and cognizant computer

system analysts.

Detailed work steps

1. Obtain or prepare for each system a detailed written

. description of what the system is supposed to do and how



it is designed to operate.

This written description

should include a detailed discussion of all manual or

automated edit and validation checks of the input data.

Obtain data record layouts for all inputs, machine-media

records, and outputs--both hard-copy reports and machine-

media files.,

Identify all recipients of system outputs including hard-

copy reports and machine-media files. Recipients of

system outputs include agency personnel for hard-copy

reports and other agency systems for machine-media files.

For each of the agency's systems selected for review,

complete the following checklist, questionnaires, and

profile, if applicable,

Checklist 3

Questionnaire

Questionnaire

Questionnaire

Questionnaire

10

1

12

13

in appendix VI:

Background Information
on Computer Application
(appendix VI-TFRA 1)

Data Origination Controls
(appendix VI-TFRA 2)

Data Input Controls
(appendix VI-TFRA 3)

Data Processing Controls
(appendix VI-TFRA 4)

Data Output Controls

({appendix VI-TFRA 5)
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Profile 3 - Application Controls Profile

(appendix VI-TFRA 6)

Flowchart how information is processed and reported into
and out of the selected systems to include both hard-copy
reports and machine media files. Three flow-charts are to
be prepared. )
-~A flowchart for each system reviewed depicting the
data flows through the sytem. (See appendix VI-TFRA
7 for an example.)
--A flowchart depicting information flows between the
systems. (See appendix VI-TFRA 8 for an example.)

--Detailed flowcharts identifying control techniques

(See appendix VI-TFRA 9 for an example.)

Obtain or prepare a detailed written description of how
each system uses the ADP resources in the computer
center--computer terminals, magnetic tape drives, magnetic
disk packs, card reader/punches, printers, and computer
central processing units.

Prepare a written summary (see appendix VI-TFRA 10) for

each system that includes the following sections:



--purpose of the system;

--discussion of how the system uses available
computer resources;

~--description of system control techniques, inputs,
files, processing steps, outputs, computer equip-
ment used, and identification of the computer
center;

-—edits and validation checks of input data;

--the flowchart developed in step 5, and

-—-complete list of users of system hard-copy reports.

TASK II - USEFULNESS OF SYSTEM OUTPUTS

This part of the transaction flow review and analysis seg-
ment focuses on determining whether or not the selected systems
produce reliable and useful information from the users' perspec-
tive. It is important to note that determination of reliability
and usefulness of reports relates to the basic goal of the
audit-~-determination of the accounting systems' effectiveness in
support of the financial mangement function. This specific
task, however, is limited to determining users' perceptions. To
assess users' beliefs as to the reliability and usefulness of
the information produced by an accounting system, GAO has devel-
oped a "User Satisfaction Questionnaire." (See appendix VI-TFRA

11.)



Detailed work steps

1. Obtain a completed "User Satisfaction Questionnaire"
from users of reports generated by the systems selected
for review.

2. For each system, summarize the responses to the ques-
tionnaire and develop an overall conclusion, based on
this summarization, as to users' perceptions of the
reliability and usefulness of the reports and

information.

TASK III -~ CONTROL TECHNIQUES IN EACH SYSTEM

Part of the work called for in the general risk analysis
segment involved developing internal control objectives for the
selected accounting systems. In completing task I of the trans-
action flow review and analysis segment, work steps 1 through 7
(systems information flows), the audit staff documented the sys-
tems operations in detail. The work called for in the following
part of the segment requires the audit staff to match identified

control objectives to control techniques. For example;

Control objective Control technigue
Paychecks should be Comparison of personnel
issued to entitled and payroll files prior
persons only. to computing and issuing

a paycheck.
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Grants should only be Management panel review

awarded for purposes of proposed grant awards

authorized by statute. before they are issued
to grantees.

Detailed work steps

1. For each system selected for review, prepare a work-
paper schedule (see appendix VI-TFRA 13 for a sample
format) showing

~~control objectives (based on the information
developed in the general risk analysis segment),
and

--control technigques (based on the information
developed in task I).

2. Compare the internal control techniques in the sched-
ule with any techniques identified by the agency in its
Financial Integrity Act work.

3. Adjust the schedule to show any additional techniques

identified by the work step 2 comparison.

TASK IV - EVALUATE EFFECTIVENESS OF CONTROL
TECHNIQUES IN MEETING CONTROL OBJECTIVES

Based on the information developed and scheduled, the
audit staff must (1) evaluate the adequacy of the internal
control techniques in meeting the internal control objectives,
and (2) identify internal control strengths and weaknesses of

each system. To accomplish this, consider
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-—-internal control strengths and weaknesses identified in
the general risk analysis segment,

--the general controls over computer operations, identified
in the general risk analysis segment,

-~-the responses to the "User Satisfaction Questionnaire,"

--the control techniques identified in task I and scheduled
in task III.

This will be a very time-consuming task, and the auditor
must use judgment in identifying material internal control
strengths and weaknesses. Internal control technigues should
provide reasonable assurance that the control objectives of the
systems will be achieved. The costs/benefits of controls are
often subjective and likely to reguire cost estimates of factors
such as additional personnel and ADP measures. The auditor
should also consider whether a savings could be achieved by

eliminating an existing ineffective control.

Detailed work step

Annotate the schedule prepared in task III with material

internal controls strengths and weaknesses.,
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TASK V - FINAL RISK RANKING AND SELECTION
OF THE SYSTEMS FOR COMPLIANCE TESTS

The initial risk ranking of the agency's systems completed
in the general risk analysis segment should be revised based on
any additional insight gained in this segment which affects any
of the 12 risk factors. Each system should be evaluated in
terms of the 12 risk factors and rated as having high, medium,
or low risk for each factor. Each system should be given a
revised composite reliability (risk) score based on the
individual scores for the risk factors. This revised rating
will be one of the key factors in selecting systems for the

compliance tests and analysis segment.

Detailed work steps

1. Based on the guidance in section 5, Risk Ranking of
Systems, reevaluate the assigned risk rating of low,
medium, and high for each of the risk ranking factors
for each system reviewed.

2., Compute a revised composite reliability score for each
system reviewed based on the risk ratings assigned for
each system and the weighting system discussed in

section 5.



Prepare a workpaper schedule of the revised risk
rankings and composite reliability score assigned each
system reviewed. (See appendix VI-TFRA 14 for an
example of this workpaper schedule.)

Prepare a schedule of the systems in descending order of
their revised composite reliability scores. These
systems should be grouped into three categories: high,
medium, and low risk.

Update the financial management profile of the agency.
(See appendix VI-TFRA 15 for the format of the financial
management profile.)

Based on the revised risk rankings of the systems
reviewed in the transaction flow review and analysis
segment, select systems for the next phase, compliance

tests and analysis.

KEY POINTS:

--The transaction flow review and analysis segment
documents the information flows, evaluates the
systems' controls, and revises risk rankings of the
systems reviewed.

——-Evaluation of system controls is highly subjective
and time-consuming.

--Risk ranking of systems is a method to quantify the
degree of risk based on specific factors.

--Selection of systems for compliance testing is
based on the revised risk ranking.
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SECTION 7

COMPLIANCE TESTS AND ANALYSIS SEGMENT

Compliance tests and analysis is used to determine whether
valid transactions are processed in accordance with the system
design and whether the system reacts appropriately to invalid
or improper transactions. These determinations, along with
those made during the transaction flow and analysis work, will
be the basis for the auditors' conclusions as to whether a sys-
tem, as it operates, meets its internal control objectives,
identified earlier in the review.

A basic concept of this methodology is that the compliance
testing covers the full life cycle of the transaction, This
would include, for example, initiation of a transaction, its
processing through the system, and its ultimate posting to the
accounts or inclusion in output reports. This life cycle will
often involve both manual and automated procedures and
controls.

Compliance tests can be extremely complex and time-
consuming depending on how many types of transactions are
processed, the number of conditions to be tested, and the
complexity of the application. Compliance tests and analysis
only identify inoperative procedures and controls; they do not
evaluate production data for the actual effect. This is done,
if believed necessary, in the succeeding segment--substantive

tests and analysis.



Recall that general controls--controls that are common to
all systems--were evaluated earlier. Compliance tests and
analysis, which focus on procedures and controls in specific
applications (systems), build upon the assessments made during
the preceding segments. By including each type of transaction
and by testing for both valid and invalid or improper
transactions, the auditor ensures that the scope of the work
covers all applicable procedures and controls.

The auditor, however, will need to exercise judgment to
ensure that reasonable balance is obtained between the need for
coverage of all types of transactions and the increased audit
cost of more inclusive testing. To the extent that compliance
testing involves fully automated processing of transactions,
only one valid transaction of each type needs testing to ensure
that valid transactions process properly because all such
transactions will be processed identically by the system.

Where manual procedures are involved, a risk occurs that even
transactions of the same type may be processed differently,

requiring testing of more than one transaction of each type.

PREPARING A TEST PLAN

A detailed plan should be developed for compliance

testing. The plan should include:




~-—a description of test objectives, scope of testing, and
impact on normal operations;

--a list of transaction types:;

--a list of error conditions to be tested:;

--input procedures to be tested and the input media to be
used; and

--master files to be created and used.

The plan serves also as a frame of reference for arranging
with agency personnel for needed data processing and related

services, such as data entry.

TESTING TRANSACTIONS
IN MANUAL PROCESSES

For a manual system or for any manual part of an automated
system, the auditor should first "walk actual transactions
through" the manual processes. This involves interviewing the
individuals who handle the transactions, observing the pro-
cedures followed, and examining applicable records. Through
this exercise, the auditor should systematically verify that
the required manual control techniques, as determined in the
preceding segment, are actually being utilized on a consistent
basis. In certain high~-risk situations, such as in payroll or
other disbursement operations, the auditor should also consider
preparing "dummy" transactions and submitting them through nor-

mal channels without prior knowledge of the personnel who pro-
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cess the transactions., Such transactions could be devised to
include improper authorizing signatures and other improper or
incomplete data. If such testing is deemed advisable, the GAO
Office of the General Counsel and top-level management of the
agency under review should be consulted, particularly in tests

which may result in erroneous payments being generated.

DESIGN OF TEST TRANSACTIONS
FOR AUTOMATED SYSTEMS

Testing of transactions in an automated system will nor-
mally require use of specially devised test transactions based
on information obtained in the previous segments.

The auditor will have identified in the preceding segment the
control techniques--including edits and other automated con-
trols--for meeting the internal control objectives. Also, the
auditor will have become knowledgeable in system operating pro-
cedures and input/output formats and media from studying the
flowcharts, operating instructions, and other documentation
acquired earlier. The auditor must now use this knowledge to
develop transactions that will test the system's ability to
process valid data accurately and reject invalid data

consistently.
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Test data can be prepared in a number of ways. One way is
to create both master records and transactions from manual
source documents. This approach can be modified by copying
existing master records onto a test master and then preparing
the desired test transactions. This modified approach pre-
cludes the need to create new master records for use in test-
ing. Manually prepared test data has several advantages. For
example, functions can be tested with known variables, test
results can be easily predetermined since only one test trans-
action is processed against each master record, and test
volumes can be kept to manageable levels. This approach
reguires, however, a considerable time investment and
introduces the likelihood of human error in preparing test
data.

Another approach to the preparation of test data is to
use selected "live" transactions as test data. This approach
is less time-consuming but, even though there may be a large
universe of transacti?ns to pick from, transactions to test
specific computer or logic routines may not be available. This
is especially true for testing invalid conditions because most
live transactions will include only valid data.

The auditor should not overlook using test data developed
by agency operating personnel. These test transactions, often
used for "debugging" programs during the development of

computer systems, may fulfill the auditor's objectives,



requiring only minor alteration. Before using the agency's
test data, however, the auditor should determine whether it
includes samples for all conditions which should be tested,
including those involving invalid or improper data. If it does
not, the auditor should add transactions designed to test those
conditions.

An auditor may devise tests causing invalid data to be

rejected or "flagged" in several ways.

--Entering alphabetic characters when numeric characters
are expected, and vice versa.

~=-Using invalid account or identification numbers.

--Using incomplete or extraneous data in a specific data
field, or omitting the field entirely.

--Entering illogical conditions in data fields which
logically should be related.

--Entering a transaction code or amount that does not
match the code or amount established by operating
procedures or controlling tables. For example, if the
valid codes for employee status in a payroll system are
a, b, and ¢, the code to be entered would be something
other than a, b, or c¢c. Another example is entering a
salary amount which is incompatible with a controlling

salary table.
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--Entering transactions or conditions that will violate
limits established by law or by standard operating
procedures. An example, in a payroll system, is the
entry of x+2 dollars as an employee's gross pay when x
dollars is the maximum gross pay allowed by law for the

highest grade.

Before processing test data transactions through the com-
puter, the auditor must predetermine the correct results for

subsequent comparison with actual results.

PROCESSING TEST TRANSACTIONS
. THROUGH AN AUTOMATED SYSTEM

Several approaches are available to test computer programs
which update records. Some approaches will be suitable for
batch processing, while others will be more practical for
on—-line or interactive processing. If the auditors do not
possess the required ADP expertise, they should have an ADP
specialist assigned to work with them. 1In any case,
cooperation of the system's users and ADP personnel is
essential to the expedient and successful completion of this
segment of the review. Arrangements must be made for access to
user data. Computer time must be scheduled for creation of
test files and processing test transactions. It may also be

practical to use microcomputers in certain situations.
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Following are some alternative approaches to testing:

--In a batch-processing system, files against which
test transactions will be processed can be set up with
copies of actual records, with fictitious records
created by the auditor, or with a combination of both
actual and fictitious records.

--Using another approach, special audit records, kept in
the agency's current file, are used. This method would
be appropriate in either batch or on-line environments.

--A possible third approach, which uses adency records, is
to process test transactions against actual records in
the agency's current file. 1In this approach, the .
auditor merges test data with the "live" transactions
and processes them against actual records during a
regular processing run.

Although situations may exist where the third approach is
the only test method available, the auditor must be aware that
its use presents complications. Test transactions processed
against actual records must be carefully controlled to prevent
undesired changes or results, and test data used to update
actual records must later be reversed. This method entails
substantial risk of inadvertent changes and distortions in

agency records and reports.



--Another approach, which should not be overlooked,
is the possibility of working around the computer to
achieve all or part of the test objectives. Using this
technique, the auditor compares the actual data entered
into the system during normal operations with actual

results as shown by edit listings and output reports.

Using copies and/or fictitious
records to set up

a separate test file

In the batch processing approach described above, the
auditor must have a part of the agency's file copied to create
a test file. From a printout of this file, the auditor selects
records suitable for the test. The auditor then updates the
test file with both valid and invalid data, using the agency's
programs to process the test transactions.

In some situations, it may be desirable to create ficti-
tious records by preparing source documents and processing them
with the computer program(s) the agency uses to add new records
to its file. Procedures for testing these records are the same
as those for copied records.

An advantage of using fictitious records is that they can
be tailored for particular conditions and they eliminate the
need to locate and copy suitable agency records. This advan-
tage is usually offset, however, when many records are needed

because their creation can be complex and time-consuming when
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compared to the relatively simple procedure of copying a part
of the agency's file.

Often, the most practical approach is to use a test file
which is a combination of actual and fictitious records. 1In
this approach, copied records are used whenever possible and
fictitious records are used when necessary to test conditions
not found in the copied records.

By using either copied or fictitious records or a combina-
tion of both in a separate test run, the auditor avoids the
complications and dangers of running test data in a regular
processing run against an agency's current file. After test
data has been prepared, a special "run" of the computer program
or application should be scheduled. If the auditor plans to
test processing flow as well, data conversion and data entry
must also be scheduled. Test data should be processed against
the latest production version of computer programs. All test
transactions and test files must be segregated from regular
production processing so that test data is not accidentally
introduced into the live production system. To ensure
integrity of the testing, the auditor should observe the entire
test data processing operation--from conversion of source
documents to the creation of output reports and files.
Disadvantages of making a separate test run are that computer
programs must be loaded and equipment set up and operated for

audit purposes only, thus involving additional cost.



Using special audit records maintained
in the current agency file

Special test records are often kept by agencies in their
current file for their own testing purposes. Using this
approach, the auditor includes test data with "live"
transactions. The test data then update the files' special
records during a regular processing cycle. The special test
records are easy to identify because they are given references
which show they are fictitious. For example, the records may
contain references to nonexistent cost centers. During normal
processing, these records remain inactive because "live"
activity does not affect fictitious cost centers.

This approach makes it unnecessary to load programs and
perform other setup work solely to process test data. Since a
system can be tested under normal operating conditions, test
transactions can be processed faster and at less cost than when
the auditor uses copied or fictitious records in a separate
test run.

The auditor should recognize, however, that processing
test transactions concurrently with "live" transactions may
inadvertently change or distort the agency's records. Also,
data processing personnel conceivably could activate these
records (for example, by changing fictitious cost centers or

employees to real ones). This approach may also necessitate



clerical adjustments to correct the reports for the presence of .
test data. Finally, data owners may object to having these

audit records "clutter" their file. The auditor must weigh the

risk of using actual records or special audit records in the

current file against the cost of having additional runs of

computer programs being tested. Processing test data con-

currently with "live" data to update current records must be

approached with great care. When test transactions are to be

processed, the use of copied and/or fictitious records in a

separate test file is preferred whenever possible.

ANALYZING COMPLIANCE TESTS

The results of the compliance test are compared against .
the predetermined results. A difference between actual and
predetermined results should be thoroughly analyzed to deter-
mine the cause and the corrective action needed. When
differences occur between actual and predetermined results,
indicating control weaknesses, the auditor should document
these findings and determine whether manual or automated
compensating controls exist. If compensating controls do not
exist, the auditor should assess the effect of the control
weakness on the accuracy and reliability of computer-produced
data. Even if an alternate manual control compensates for a

control weakness, the auditor should consider recommending



replacement of the manual control with an automated control.
Generally, automating a manual operation will increase
processing speed, avoid some personnel costs, and reduce human

errors. However, controls should always be cost-effective.

COST BENEFIT CONSIDERATIONS

Internal controls are expected to provide reasonable
assurance that the control objectives for a given system will
be achieved. The standard of reasonable assurance recognizes
that the cost of a control technique should not exceed the
benefit to be derived. Placing a dollar value on some
benefits, such as more accurate reporting, will often be highly
subjective. Where sufficient testing has been done, however,
the auditors may have convincing evidence that additional
controls would reduce losses or otherwise provide measurable
benefits. Cost determinations are likely to reguire estimates
of such factors as additional personnel and ADP costs. 1In
evaluating costs, consideration should also be given to whether
a savings could be achieved by eliminating an existing
ineffective control.

Persuasive evidence in proposing new cost-~beneficial
controls will improve the chances for accepting the auditor's

recommendations and reduce the need for substantive testing.



Detailed work steps

In order to carry out some of the following ADP related
work steps, it will be necessary for the auditor to obtain
appropriate cooperation and assistance from agency ADP staff
and system users. In a batch processing environment,
arrangements will be needed for obtaining copies of master
files, creating the desired job streams, scheduling needed
computer time, and listing output products. 1In an on-line
environment, the auditor will need to become familiar with
terminal access and data-entry conventions or obtain assistance
from ADP specialists.

The audit staff should complete the following work steps

for each system selected for testing:

1. Based on the analysis of the system's procedures and
controls made in earlier segments of the review,
determine the types of transactions and conditions
to be tested.

2. For any manual aspects of transaction processing,
determine compliance with the applicable procedures
and control techniques that were previously identi-
fied in TFRA task III, work step 1. Walk actual
transactions through the manual portions of the

system.,



Determine the types of records to be included in the
testing, based on the data flows for each system
identified in TFRA Task I, work steps 1 through 7.
Obtain copies of master records and/or prepare fic-
titious records for processing with the test trans-
actions.

Using a printout of the records, predetermine the
end result for each test transaction for comparison
with actual processing results. Appendix VI-CTA-1
presents an example of tests and predetermined test
results for a federal civilian payroll system.

In batch-processing systems, verify that the pro-
grams used for processing the test transactions are
the same as those used for normal system processing.
Ascertain that any changes to programs during the
review have been documented and that the changes
have been tested and approved by the agency.

Print the after—-test contents of all agency records
and compare with the predetermined results (see step
5) to ascertain whether the programs performed as
expected.

Summarize and evaluate the impact of any instances
of noncompliance with prescribed procedures and con-
trols; develop recommendations for needed corrective
actions, with due regard to cost-benefit considera-

tions.



10. Discuss results of compliance tests with appropriate .
agency officials and ascertain their willingness to
take corrective actions.

11. Based on results of step 10, determine the nature of
formal reporting and decide whether substantive

testing is warranted.

KEY POINTS:

--Compliance testing consists of limited tests that cover
the full range of manual and automated transactions,
including bhoth valid and invalid conditions, to evaluate
whether internal control techniques operate as intended
to meet internal control objectives.

--Several methods are available for processing test
transactions through an automated system. Consideration
of the environment--batch or on-line--and potential
risks--such as the destruction of agency files--
will influence which method to use.

--During compliance testing, results are predetermined for
comparison to actual results. The results are
thoroughly analyzed and cost-effective recommendations
are made whenever applicable.
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SECTION 8

SUBSTANTIVE TESTS AND ANALYSIS SEGMENT

The objectives of substantive tests and analysis are to
(1) determine the extent to which the potential erroneous
transactions disclosed through compliance testing may have
occurred and (2) estimate the effect of the erroneous
transactions, which can normally be measured in dollar amounts.

As discussed in the previous section, if the audit staff
believes the agency will take corrective action based on the
results of the compliance tests, substantive testing may not be
necessary even though compliance tests disclose that agency
systems fail to meet established control objectives in material
respects. On the other hand, substantive tests should be
performed if the audit staff believes that the agency will not
take corrective action based on the results of the compliance
tests, or possibly if fraud or abuse is suspected. 1In the
latter case, the auditor must determine whether sufficient
evidence exists for referral to the agency inspector general
and other appropriate authorities. Chapter 2 of GAO's General

Policy Manual contains policy and guidance on such referrals.

Substantive testing focuses on specific inoperative controls
previously identified and measures the extent of the problem
caused by the system's faulure to meet established internal

control objectives. This involves selecting and testing actual



transactions and records. The auditor develops a plan ’
specifically tailored to documenting the adverse effects.

In a payroll system, for example, the results of the
transaction flow review and analysis segment could show that
the system (1) retains payroll records for separated employees
on the active payroll file until annual W-2 Forms are prepared,
(2) accepts payroll transactions to be posted to separated
employees' payroll records after separation, and (3) issues
paychecks to all employees with active records on the payroll
file unless time and attendance records are processed showing
that employees were on leave without pay. In this case, the
results of the compliance tests and analysis segment could show
that payroll transactions might be routinely processed to acti- '
vate separated employees' payroll records, issue paychecks to
the separated employees, and deactivate the separated employ-
ees' payroll records. Substantive tests, in this case, could
be designed to compare the amount of pay that these employees
should have received up to their separation date with the total
paid according to the current payroll record.

Control weaknesses disclosed by compliance tests show the
potential for errors or problems. The auditor can determine
the extent or significance of these potential errors by using
computerized data retrieval and analysis routines. Comput-
erized data retrieval and analysis is performed with general

audit software packages. These packages use very powerful and




flexibile programming languages. They permit an auditor to
read, manipulate, and sort data, as well as print reports. The
retrieval program can be easily coded on preprinted parameter
forms and debugged much more quickly than would be the case
using common programming languages such as COBOL or BASIC.

GAO currently uses two such data retrieval and analysis
packages. They are DYL-280 and DYL-AUDIT. Both were developed
by DYLAKOR Software Systems, Inc., Granada Hills, California.
DYL-280 is an easy to use extended utility, data management
system with flexible report writing capabilities. DYL-AUDIT is
an audit package that provides a wide range of functions, such
as sampling, aging analysis, frequency distribution reporting,
and confirmation-letter writing. Both packages are ideal for
auditing computerized data in GAO's environment, where guick

response and one-time analysis and reporting are normal.

TYPES OF AUDIT FUNCTIONS PERFORMED

Many audit functions can be performed through use of
computerized data retrieval and analysis. Those functions most

frequently used in GAO audits are discussed below.
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Reading and evaluating data

DYL-280 can read just about any form of computer data
(cards, tapes, disks, etc.), and just about any file
organization (sequential, random, undefined, etc.). Hundreds
of records can be read quickly and efficiently in a fraction of
the time it would take to read the same number of records
manually. On the basis of various auditor-selected criteria,
records can be searched for errors and identified for detailed
evaluation. These errors can then be traced back into the

computer system to identify specific problems.

Selecting sample

A useful tool in substantive testing is statistical
sampling which may be utilized to project the total adverse
effect of the whole universe based on a representative smaller
sample. Statistical sampling guidance for GAO staff is
included in chapter 11 of the GAO Project Manual.

DYL~280 and DYL-AUDIT can both be used to select
statistically valid samples if the data is in computerized
format or if the report being used came from a computerized
data base. Several different types of sampling techniques have
been developed in-house for use with DYL 280. These techniques

are described in detail in GAO's CAATS Manual. DYLAKOR has
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also developed many sampling techniques for the DYL-AUDIT
package. These techniques are described in detail in a

separate DYL-AUDIT Reference Manual.

Performing calculations

Calculations can be performed quickly and efficiently
using DYL-280. A full range of mathematical operations are
available with the package. Any number of calculations can be
performed in a matter of seconds. These calculations can 